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Company Overview

KCi’s expert support team is here to help you and your business
with all your IT needs; no matter how challenging your journey is!

Why choose KCi?
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Over 15 Years of Experience
KCi was founded in 2006 to serve
people and their businesses with
the most efficient IT support

Building Strong Relationships
We get to know your business and
work as an extension to find
tailored solutions for your needs
and market sector.

Here to Support You 24/7
Call KCi day or night and we will
be here to help you! That’s what
being an extension of your team
means — what matters to you,
matters to us!

We Work Globally

Even though we are based in
Ottawa, ON, Canada, we offer a
multitude of solutions and services
that do not limit our capabilities to
any specific location.

@ 613-565-0600 [5<] sales@KCiNetworks.ca @% keinetworks.ca
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End to End Solutions

From a single knot to anchor your
immediate need to the most
challenging, complex journeys, we’ve
got you covered!

Hardworking Team

Our expert support teams build
complex technical infrastructure to
support your business or fix
frustrating glitches with equal
commitment.

‘e\at'\onships.

RO

)

@ KCi NETWORKS


tel:+1613.565.0600

Services Overview

Managed Services Provider

HelpDesk

Managed Services

Network Monitoring

Onsite Support

Patch & Asset Management
Firewall / Switches/ Access Points

Professional Services
e Infrastructure Migrations
¢ Site Assessments
e Microsoft 365 Deployments and
Feature Enhancements
e SharePoint
e VCIO & vCISO
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Cloud Managed

e Appliance Based Cloud
Backup

e E-mail Filtration

e ZeroTrust

e Azure/AWS

e End Point Backup

Cyber Security
e Cyber Security Training
¢ |dentity Management
e Threat Risk Assessment
e Pen Testing
e Cyber Security Audits
e EDR/SOC/SIEM

Networking
VolP e Firewall
« Phone e Switch
. > o SDWAN
o Fax/E-mail
e Team ltegration * WIFI
e VLAN/ACC

KCi Services: Overview

e KCi provides a wide range of services to help you manage your business.
There are six specific services we may use to support your problem.

@ KCiwill find the best solutions to work specifically for your needs and
your market sector.
Our expert team has the skills to conquer any issue you may run into. Our
services include:

e Professional Services

Cyber Security

VolP

Networking

Cloud Managed

Managed Services Provider

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca %KCiNETWORKS
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Co- Managed

Support Services

e Provides you with an
independent verification
of your entire IT Service
stack and Cyber Security
posture and progress.

e Help theinternal IT team
of your organization to
reach their goal in less
time

IT Resources Consulting Services

e Provides the experience
and knowledge and
training to supplement the
knowledge gap

e Assistsin delivering
projects or maintaining
operations by working
alongside internal
resources.

KCi Services: Co-Managed IT

e Co-Managed IT Services allow your business to blend your internal IT team
with the support, knowledge, and expertise of KCiNetworks

@ Ourteam will support, enhance, and supplement your existing IT team.
By using Co-Managed IT you can attain the business outcome you define.

Some services that can help an organizations internal IT team include:
e Access to state-of -the-art monitoring, management and ticketing
platforms and processes
e Support services
e Contractual IT resources
e Consulting services including:
o Knowledge transfer
o Process implementation

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca gKCiNETWORKS
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VoIP Services

External Devices with Internet =

External Mobile Phones =

KCi Services: VolP

e VoIP services will provide your business with premium operability when
placing calls through your businesses desktop, mobile phone and other
devices with internet.

@ KCiwill aid your business by installing VolP by providing cost-effective
communication solutions, improving calls and offering scalability.

VolIP offers a lot of perks to help your business:

e Reduce overhead costs

e Improve customer service

e Streamline operations

e Boost productivity and growth

e Have a specific business number rather than your mobile phone number or
the device you are using to make that call

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca %KCiNETWORKS
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Cloud Managed
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KCi Services: Cloud Managed

e Cloud Managed services enable businesses to scale resources effectively,
ensuring optimal performance in response to fluctuating demands. By
outsourcing IT management, you can concentrate on your business while
allowing our experts to handle infrastructure maintenance and security.

@ By using Cloud Management, your business can focus on your core
objectives instead of managing your servers.

KCi will help you:

e Enhance network security

e Automatic upgrades to keep your business up to date

e End Point backup

e Improve performance and reliability

e Reduce costs through not having to purchase and replace physical
servers

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca %KCiNETWORKS
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Dark Web Scan

Search

Q  Wikipedia 0]
Surface Web Q  Google 8
Password protected accounts
Academic Information
Deep Web Multilingual Database
Legal Documents
Cloud Storage
Illegal Informaton
Dark Web

TCR Encrypted Sites

Private Communications

KCi Services: Dark Web Scan

e This process used to search for stolen or leaked data, such as personal
information, passwords, or company details, on hidden parts of the internet.
We utilize specialized tools to crawl dark web sites and forums for relevant
information related to our clients. The collected data is then analyzed, and a
report is generated to inform you of any potential risks and necessary steps.

@ This process is crucial because it helps you identify and mitigate risks
associated with compromised data before it can be exploited

This will help you:

e Take preventative measures

e Enhance readiness for potential data breaches
e Understand emerging threats

e Detect compromised data before exploitation

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca gKCiNETWORKS
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Microsoft Azure

C({aiE

0

Security

KCi Services: Microsoft Azure

e Microsoft Azure offers cloud services that provides your business with
infrastructure and data storage solutions, reducing the need for physical
hardware. It enables advanced analytics and Al capabilities to enhance
decision making and customer experiences. It provides robust security
features.

® By using Azure, your business will have access to scalable resources that
reduce costs and enhance flexibility.

Azure will benefit you by:

e Adjusting to changing business demands

e Providing tools for decision making

e Enabling innovation through Al

e Seamlessly integrating with existing systems

e Supporting DevOps for streamlined application deployment +
development

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca @KCiNETWORKS
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KCi Services: AWS

e Amazon Web Services is a cloud computing platform that offers a variety of
services to help your business build, deploy and manage applications in the
cloud. It will help with data protection, accessing global networks,

AWS will help your business with scalability, flexibility and cost-
@ cffectiveness catering to help industries from startups to large
corporations. It is a pay-as-you-go platform which eliminates upfront costs

Key features include:
e Compute services - EC2, AWS Lambda
e Storage solutions - Amazon S3, Amazon EBS
e Database services - Amazon RDS, Amazon DynamoDB
e Security and identity - IAM (Identity & Access Management)
e Networking - Amazon VPC, AWS Direct Connect

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca gKCiNETWORKS
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Cyber Security

Cyber Security Training

S Identity Management
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KCi Services: Cyber Security

e Cyber security is essential to make sure your business stays safe from theft
and breaches, ensuring confidentiality. Our team will enhance your business’
cybersecurity by implementing security measures that protect sensitive data.
You can minimize vulnerabilities and ensure compliance with industry
regulations.

® KCiwillimplement advanced security protocols to safeguard sensitive
data.

KCi will help you:

Implement security measures

Conduct risk assessment and analysis
Provide ongoing support and monitoring
Provide employee training and awareness

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca %KCiNETWORKS
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CS Training

Ensures Customer
Trust

Boosts Employee
Confidence

)| )|

Prevents Cyber
Attacks

Reduces Risk of Data
Breaches

Improved Incident
Response

KCi Services: CS Training

e Cyber Security Training will help your employees recognize and respond to
common cyber attacks and breaches. By educating employees about cyber
protection, your business’ sensitive data will be protected. Having a good
reputation of cybersecurity will also improve customer trust.

@ By training your employees on cyber security, less cyber attacks will
breach data and employees will understand how to respond.

This will benefit you because:
e Datais protected
e Employees will know how to identify threats
e |t reassures your customers
e |t helps meet compliance requirements
Improves employee wellbeing
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Endpoint Detection & Response

Threat Detection Endpoint Forensics

Prevention

Threat Hunting

Threat Analytics

Manual and Automated
Response

Integrated Threat Intelligence

Data collection

KCi Services: EDR

e EDRis essential for real time threat detection and swift incident response,
allowing your business to quickly address suspicious activities. It provides
valuable data analysis and forensic capabilities, aiding to understand and
mitigate cyber attacks effectively. EDR supports compliance efforts by
ensuring robust security measures and in place.

Behavioural Analytics

® This security solution will monitor endpoint devices for bugs and
suspicious activities which enables instant threat detection.

EDR will help you:

Detect threats instantly

Enhance visibility

Meet security requirements

Trace the origin and impact of breaches
Undertsnad your security vulnerabilities

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca %KCiNETWORKS
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Security Operations Center

Alert Continuous
Management Monitoring

Root cause Compliance
Analysis Audits

Threat
Intelligence

KCi Services: SOC

e SOC is a centralized facility that monitors, detects and responds to cyber
security incidents in real time. Professional security analysts will manage
threats and ensure your business’ security posture is maintained . SOC will
help protect your business’ assets and data from cyber threats.

® Your business will be provided with continuous monitoring and rapid
response to cyber threats. This will enhance overall security and
minimize cyber threats.

SOC will:
e Provide 24/7 monitoring
e Respond quickly to cyber incidents
e Help your business meet industry standards for security

@ 613-565-0600 [x<| sales@KCiNetworks.ca @3& keinetworks.ca @KCiNETWORKS
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SIEM

e

Real time Log Collection Event Correlation User Activity IT Compliance
Alerting Monitoring

KCi Services: SIEM

e SIEM (Security Information and Event Management) is a cybersecurity solution
that collects security data and analyzes it from your business’ IT infrastructure
in real-time. It helps detect and respond to security threats by correlating logs
and events from various sources. Additionally, SIEM provides compliance
reporting and incident management capabilities.

® This solution will provide you with real-time threat detection and
response, enhancing your security posture and protecting data.

SIEM will benefit you by:

Correlating data

Meeting regulatory security standards

Improving proactive defense strategies

Identifying and responding to security incidents as they
happen to reduce risk of damage

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca @KCiNETWORKS
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Pen Testing

5 Steps of Pen Test:

Reconnaissance Exploitation

KCi Services: Pen Testing

e Pen testing is a simulated cyber attack on a computer system/network to
identify vulnerabilities that can be exploited by cyber attacks. This process
involves assessing the security of the system by attempting to breach its
defenses using various tools. The result will help your business understand
your security weaknesses and prioritize remediation efforts.

® Pen tests aim to enhance overall security of your business by proactively
addressing potential threats to your system.

Pen tests are beneficial because it:

e |dentifies vulnerabilities

e Enhances security

e Assists in prioritizing risks

e Raises cyber security awareness to staff
e Helps meet regulatory standards
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Threat Risk Assessment

Threat Risk Assessment: Broken Down

Identification
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Emergency

KCi Services: Threat Risk

Assessment

e Threat Risk Assessment is a process used to identify, evaluate and prioritize
risks associated to your business. We analyze vulnerabilities within your
system, assessing the likelihood of threats and determine the potential
impact on assets. The goal of this assessment is to develop strategies to
mitigate identified risks and enhance overall cybersecurity.

@ After assessing your system, your business will be benefited by receiving a
structured approach to enhance security and allocate resources
effectively.

Threat Risk Assessments are beneficial because it:

e Enhances overall security

e Provides data-driven insights for security investments
e Facilitates response strategies for potential threats
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Networking

KCi Services: Networking

e QOur team can help you by designing and implementing tailored networked
solutions that enhance performance and security for your business. We
provide ongoing monitoring, trouble shooting and support to ensure network
reliability and quick issue resolution.

® We will assist you to enhance communication and collaboration,
enabling teams to share information efficiently and work together
effectively.

KCi will help you:

e Support data security

e Improve scalability

e Adapt to growth and technological changes
o While maintaining operational continuity.

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca %KCiNETWORKS
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KCi Services: SDWAN

e SDWAN is a technology that optimizes and manages network traffic across
multiple locations using software rather than traditional hardware. It will
enhance network performance, and reduce costs by leveraging cheaper
internet connections, and improve reliability through intelligent traffic routing.

® This solution is crucial for your business because it supports digital
transformation which enables better application performance, and
enhances agility.

SDWAN will:

e Optimize application performance

e Facilitate fast deployment of network resources

e Simplify network management

e FEasily scale to accommodate growth and changing business models

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca %KCiNETWORKS
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Professional Services

-ﬁ Microsoft 365
Deployment + Feature

Enhancements
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SharePoint
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‘ Infrastructure
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KCi Services: Professional Services

e Our team will provide your business with our professional services. Our
professional services are designed to enhance efficiency and streamline
operations for businesses. We provide tailored solutions that align with your
specific needs, ensuring a smooth transition to modern tech.

® We will make sure you prioritize and focus on your core business while
our professional service support provides you with full IT guidance.

KCi will:

e Enhance collaboration

e Ensure strategic IT alignment
Upgrade to more scalable infrastructure
Help increase productivity
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Microsoft 365
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KCi Services: Microsoft 365

e Microsoft 365 is a cloud-based suite of productivity and collaboration tools
that include apps such as Word, Excel, PowerPoint and Teams. It enables
seamless collaboration, communication and document sharing among
employees, regardless of where they are.

® Microsoft 365 enhances productivity, promotes teamwork and offers
great security features, making it an essential tool for modern work
environments

Using this tool will help you :

e Facilitate real-time collaboration

e Enhance accessibility to files and applications

e Easily scale with the growth of your business

e Access seamless integration across various Microsoft applications and
services

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca %KCiNETWORKS
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SharePoint

KCi Services: SharePoint

e SharePoint is an effective collaboration platform that enables your team to
easily share documents and manage projects ona centralized space. It has
outstanding security features and integration with Microsoft 365 streamline
workflows and enhance productivity.

® SharePoint allows your business to tailor the platform to your specific
needs, promoting communication and efficiency.

Using this tool will help you :

Keep track of document revisions

Tailor sites and templates to meet your needs

Connect with other Microsoft tools

Ensure that sensitive information is protected with its advanced security
Enhance team communication and document sharing
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vCIO

Trainingand T Business Planning IT Audits Process IT Policies
Workshops Improvement

Risk
Cloud Managed Disaster Recovery Vendor Management Management Project Management

KCi Services: vCIO

e AVCIO is crucial for a business because they provide strategic IT leadership
without the cost of a full-time executive. They help align technology initiatives
with business goals, ensuring that investments in IT drive growth and
efficiency.

® vCIO will offer your business access to high level IT expertise and
strategic planning which will enhance operational efficiency.

Using this tool will help you :

e Scale IT solutions that grow with your business

e Tailor sites and templates to meet your needs

e Enhance cybersecurity and compliance support

e Save money while having effective management of IT resources
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vCISO

Strategic Planning
Develops and aligned
security strategies with
business goals

Understanding threat
motives and their
compensating controls

Implements ongoing
assessments and updates to
security practices Risk Managenment
Identifies and assesses

security risks
A leader that has business

experience to talk to senior

leaders Compliance Guidance

Ensures adherence to
regulatory requirements
and internal policies

KCi Services: vCISO

e AVCISO is crucial for a business because they provide strategic oversight and
guidance on cybersecurity, ensuring that security measures are aligned with
business objectives and regulatory requirements. They help identify and
manage risks, protecting your business from breaches.

® vCISO will offer your business access to security awareness among
employees, which is essential for maintaining a strong security posture

Using this tool will help you :
e Develop incident response plans
e Promote a culture of security among employees
e Establish ongoing monitoring and improvement of security practices

@ 613-565-0600 [x<| sales@KCiNetworks.ca @% keinetworks.ca %KCiNETWORKS
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Managed Services Provider

Managed Services Network Monitoring

Onsite Support
02 e Proactive maintenance 04 06

e Scalability

e Performance optimization

e Personalized
e Compliance

e Guidance/training

)

Firewall
HelpDesk Patch & Asset
01 03 | Management 05
e Customer support e Stability e Threat prevention
e Increased efficiency e Resource optimization

e Network Security

KCi Services: MSP

e We will provide comprehensive managed IT services tailored to help your
business streamline operation. We specialize in proactive support, ensuring

that your tech runs smoothly. With our expertise in IT and cybersecurity, we
empower your business to thrive in a secure environment.

® Our team will provide you with customized IT solutions that address your
specific business needs, enhancing efficiency and reducing downtime.

KCi will:
Provide access to expertise

Monitor your problem 24/7
Enhance security

Improve compliance
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Firewall
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KCi Services: Firewall

e A firewall is a security system that monitors and controls incoming and
outgoing network traffic based on predetermined security rules. It is crucial

for protecting networks from unauthorized access, cyberattacks, and data
breaches.

® Firewalls help ensure the integrity and confidentiality of sensitive

information by establishing a barrier between trusted internal networks
and untrusted external networks

This system will help:

e Preventintruders from accessing sensitive data
Monitor traffic

Set security policies
Detect and block malicious software before it enters the network
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Patch & Asset Management

Ci Services: Patch & Asset

anagement

e Patch and Asset Management is vital
for a business as it ensures that all
software and systems are up-to-date
and secure. This minimizes
vulnerabilities that could be exploited
by cyber threats. It provides visibility
into the IT environment allowing better
decision making regarding resource

| Enhances security

\ Detects outdated

allocation and compliance. software
® These tools with enhance
operational efficiency, reduce
downtime and protect sensitive 3
data, ultimately supporting the Prevents
overall productivity of your interruptions in
business. productivity

Using this tool will help you:
e Save time and reduce manual errors
e Reduce downtime
e Keep software updated to protect

against cyber threats Drives innovation
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