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Executive summary

Background
InNnthe World Economic Forumds Gl oba
cybersecurity  risk is recognized as one of the top commercial

risks along with geopolitics, the environment, and the
economy. ! Following a string of high  -profile cyberattacks , with
significant value at  risk, and increasingly digitized business
models, the financial services industry has been particularly

impacted by the imperatives of cybersecurity.

Emergent from this heightened risk landscape,
however, is opportunity . Opportunity that is driving a
new global competitive environment, threatening
Ontariobs | eadership in
financial services

cyber

O 4™ most

Canada cybersecurity venture capital
i deals in the world behind the
US, Israel, and UK 2012 -

. 2016YTD
90+ O
small -to-medium -sized
enterprises (SMEs) focused )
Ontario

on cybersecurity

$250+ Million
in venture capital funding for
Ontario cybersecurity SMEs,
2011 -2015

Recognizing this context, a vibrant startup community, and an
important financial services cluster in Ontario, the purpose of
this study is  to understand how to harness the cybersecurity
opportunity  to position Ontario as a global cybersecurity

innovation hub with a focus on the financial services industry.
© 2016 Deloitte LLP,

Ontario Centres of  Excellence & Toronto Financial Services Alliance

Key findings

Wr fosnk tha2 Ontafio haselptlreingredients to become a global hub for cybersecurity
innovation but has not yet reached the scale and gravity necessary to compete at the
highest levels. Our analysis identified a number of areas of strength and friction within

Ontariobs cybersecurity innovation

ecdosystem

1. The future of innovation in the financial services industry is intimately linked to

cybersecurity creating opportunities for shared growth

2. While Ontario has organically developed significant clusters of cybersecurity

innovation, there is no single centre of gravity, coordination, or systemic
to bring it all together.

S% CTGerle i§ g cxpers?(:tﬁity] tzﬂeot ah(?rt(ilgebngalléaﬁddn Ontario.

4, There is limited
to cybersecurity problems.

coll aboration o

n

catalyst

applying

5. Ontario is well positioned to access some of the largest domestic and international

cybersecurity markets and sources of
of 6buying

capital. A

lack of visibility, a limited culture
Canadi an, 0-aeerseldoraestic mdrkatthaswistdrigallyr i s k
hindered this potential advantage for cybersecurity innovators in Ontario.

6. Cybersecurity is an area of strategic collaboration for financial services and other

industries.

7. A historically sound
approach to innovation within the financial services industry.

Call to action

regulatory environment has potentially led to a risk

-averse

Despite the requisite ingredients and historically strong performance, Ontario risks

losing its competitive position through failing to match the concerted efforts of

governments and industries around the world who are ramping up investment and

coordination in fostering cybersecurity innovation.

Focused and immediate

intervention by public, private actors is required harness the cybersecurity opportunity

and position Ontario as a global cybersecurity innovation hub.

Ontario must harness the cybersecurity opportunity for growth

- the long term security and prosperity of the financial services
i ndustry and Ontari obds

economy

may
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Executive summary o

Cybersecurity innovation
ecosystem model
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Introduction & methodology

Introduction

I'n the World Economic Forumos
risk is recognized as one of the top commercial risks along with
geopolitics, the environment, and the economy. 1 Following a

string of high -profile cyberattacks , with significant value at risk
and increasingly digitized business models, the financial

services industry has been particularly impacted by the

imperatives of cybersecurity.

In parallel, the financial services industry faces growing
competition from new technology -enabled business models
threatening to disintermediate incumbent organizations from

their customers  and unbundle the services they provide. This is
forcing financial services firms to up their game and invest to
secure new channels, products, and services.

Emerging from this heightened risk landscape,
however, is opportunity. Cybersecurity innovators,
including many in Ontario, are garnering significant
investment, experiencing fast growth, and creating
wealth for their economies.

Research

Recognizing this context, a vibrant startup community, and an
important financial services cluster in Ontario, Deloitte has
been retained to undertake this study on behalf of Ontario
Centres of Excellence (OCE) and the Toronto Financial Services
Alliance (TFSA). The purpose of the study was to understand
how to harness cybersecurity threats and opportunities to
position Ontario as a global cybersecurity innovation hub with a
focus on the financial services industry.

5 | Harnessing the cybersecurity opportunity for growth
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Methodology

aThe Rpod ik col@ided of foue painrsdctjonscThebfiestrdiscusses the trends driving
cybersecurity innovation for the financial services industry; the second reviews the

innovation opportunity for

Ontari o;

the thi

innovation ecosystem; and the final section outlines our key findings and strategic
recommendations on how to position Ontario as a global cybersecurity innovation hub.

In preparing this report, we conducted primary and secondary research and employed

an innovation ecosystem model to structure our
included a series of structured i
leading financial services institutions. The interviewees were primarily Chief

Information Officers (ClOs) and Chief Information Security Officers (CISOs) from

analysis. Primary research methods
ntervi

e ws

across the banking (4), insurance (3), lending (1), payments (1), exchange (1), and
investment management (1) sectors. We also conducted unstructured interviews with
representatives from key ecosystem actors such as incubators, accelerators, venture

capitalists, industry organizations, academics, and former cybersecurity startup

executives.

In addition, we executed a sensing exercise to identify and profile small

-to-medium

sized enterprises (SMEs) focusing on cybersecurity within Ontario. We scraped data on

these SMEs from public and proprietary sources such as CrunchBase, AngelList,
LinkedIn, and PitchBook to identify relevant attributes such as size, location, and

funding and exit activity. For the purposes of this exercise, we define cybersecurity
SMEs as companies headquartered in Ontario, with fewer than 1,000 employees, and
who are focused on providing cybersecurity products and services. The list of SMEs is

not, and is not intended to be, comprehensive but to provide high

-level insights into

the current state of cybersecurity innovation in Ontario. Findings from the interviews
and sensing exercise are quoted throughout the report and augmented by secondary

research.
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Cybersecurity trends in the financial services industry

There are a number of  trends driven by social,
economic, and technological factors that are shaping
cybersecurity innovation for the financial services

industry.

Cybersecurity is defined as the capabilities and related
technologies enabling the preservation of the confidentiality,
integrity, and availability of information systems and the
information thatthey process, store, and transmit.

Within the financial services industry, cybersecurity is an
increasingly important operational risk, critical to maintaining
customer privacy, securing the transfer of value, and the
trusted reputation on which the financial system relies.

The industry is facing increasingly sophisticated cyber threats
from cyber criminals , insiders, hacktivists, terrorists, and
nation states for financial gain, competitive advantage, or for
political purposes. This cyber threat landscape is forcing
financial services institutions to improve their core
cybersecurity capabilities and secure emerging technologies
against new types of cyberattacks.

Financial services institutions meet these threats by

implementing capabilities to become more secure , vigilant , and
resilient. These capabilities are coupled with appropriate

governance to make sound investments, manage risk,

compliance, and raise the awareness of employees, customers,

and vendors. The following diagram outlines some of the key
cybersecurity capabilities that financial services institutions

implement to meet these threats. The cybersecurity capabilities

also offer a way to segment the market for cybersecurity

products and services.

© 2016 Deloitte LLP,  Ontario Centres of ~ Excellence & Toronto Financial Services Alliance
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Cybersecurity capabilities
11l Governance

A Strategy & management A Governance, risk, & A Training & awareness

compliance

A Identity & access A Threat intelligence A Incident management
management A Security monitoring A Crisis management

A Application security A Security analytics

A Infrastructure  protection

A Data protection

A Cloud & mobile security

Not only are financial institutions under threat from cyber criminals, the industry faces
growing competition from technology -enabled business models threatening to
disintermediate incumbents from the customer and unbundle the services they
provide. This phenomenon is broadly referred to as fintech, or financial technology
innovation, and is strongly tied to cybersecurity innovation in two important ways.

First, cybersecurity and fintech innovations often rely on common enabling

technologies and skillsets. For example, block -chain aims to guarantee trust and the
integrity of transactions using cryptographic protocols I atraditional cybersecurity
domain. Second, as fintech innovations introduce new opportunities, they also

introduce new cybersecurity risks. Given the high -trust requirements of the financial
industry (e.g. storage of customer information, integrity of transactions, clearing,

etc.), cybersecurity must be part of the core functionality of emerging fintech

solutions. For these reasons, we posit that the futures of fintech and cybersecurity
innovation are tightly linked and contribute to the backdrop of the social, economic,

and technological trends shaping cybersecurity innovation in the financial industry.

The futures of fintech and cybersecurity innovation are tightly
linked and  contribute to the backdrop of the social, economic,

and technological trends shaping cybersecurity innovation in
the financial industry.

Harnessing the cybersecurity opportunity for growth | 6



Cybersecurity trends in the financial services industry S

Layering over the social and economic backdrop of Increasing cybersecurity expectations
fintech innovation, increasing threat sophistication
and rising stakeholder expectations, emerging
technologies are shaping the cybersecurity needs of
the financial services industry.

Summary

High - profile breaches are increasingly common place. This has translated into
increased scrutiny by customers, boards, business partners, and regulators.

Drivers

Social & economic trends A Media coverage of large  -scale cybersecurity breaches and the revelations of
Edward Snowden on the scale of internet surveillance have increased customer

concerns around privacy.
A Boards, regulators, and the audit function have responded to this challenge by

Cybersecurity New market Threat elevating cypersecurity to a key operational .risk and expecting more
expectations entrants sophistication comprehensive reporting on cybersecurity preparedness and posture. Regulators,
at the governmentds behest, c espetificassessmentsaredd mi n |
craft more specific requirements.

Implications
Big Data ) ) A Canadian financial institutions are looked upon by customers as trusted entities to
Sé?cl)'cfﬁra“o& & serve as custodians of their assets and private information. It is vital that financial
Internet  of I data y institutions do everything they can to preserve that reputation with customers.
Things (loT ) A Chief Information Security Officers require a firm grasp on the cybersecurity
Mobile posture of their organization. This means greater time spent collecting and
: analyzing data and managing the expectations of the board, auditors, and
Channels I Erosion of the BI/ ; d ging P
perimeter regulators .
Cloud @
Computing
Peer-to -peer @
i Diffusion  of
Networking I trust & identity
Block -chain
Al & Machine
Learning . I Breaking the
Quantum system
Computing

Technological trends

7 | Harnessing the cybersecurity opportunity for growth ©2016 Deloitte LLP,  Ontario Centres of  Excellence & Toronto Financial Services Alliance



Cybersecurity trends in the financial services industry S

Increasing  cybersecurity threat sophistication @ Increasing  competition from outsiders

Summary Summary
Cyber threats are becoming increasingly sophisticated, Growing competition from new market entrants threatens to disintermediate
provoking financial institutions to continually keep pace with incumbents from the customer and unbundle the services they provide.
new threats. .
Drivers
Drivers A New technologies, combined with new or existing business models, are fostering
A Criminals are increasingly recognizing that cyber crime offers increased industry competition.
high rewards with lower risk of consequences compared to A Existing enterprises such as telecommunication companies and new players are
more traditional crime methods. targeting traditional financial services (e.g. Apple Pay).
A Attack tools continue to proliferate and reach economies of Implications
scale through commercialization. The rise of cyber crime asa

A Increased competition is forcing incumbent innovation and the rapid adoption of

service has reduced the barriers to entry into conducting |
new technologies.

sophisticated cyber  operations. 2
A Despite the requirement for agility, adequate security must be built into new

Implications productsin an  effective and efficient ~ manner .
A This increasing sophistication requires financial institutions to
invest in advanced detection methods to identify advanced . .
. Erosion of the perimeter
persistent threats.
ARecognizing itoés a matt eaybematfacki wheno not fAifo for
financial institutions are increasingly focusing on response Summary
and recovery capabilities. The traditional network perimeter, which offered a clear boundary for protection, is
becoming blurred due to the rise of loT, mobile, and cloud -based channels. This in

turn is increasing the importance of protecting individual endpoints.

Drivers

A Consumers are increasingly expecting financial products and services to be
available 24/7 and from any device connected to the internet.

A Financial services institutions are increasingly integrating with vendors for the
delivery of services and to streamline back -end operations.

A The advent of embedded sensors in devices increases both avenues for attack and
the volumes of data collected by financial institutions.

Implications

A With the assumption that attackers will breach the perimeter, protecting the
endpoint becomes more critical. As attackers intend to keep a low profile, it is also
essential to develop advanced threat intelligence and detection capabilities

© 2016 Deloitte LLP,  Ontario Centres of ~ Excellence & Toronto Financial Services Alliance Harnessing the cybersecurity opportunity for growth | 8



Cybersecurity trends in the financial services industry

Diffusion of trust & identity

Summary

The proliferation of distributed platforms and channels is
chall enging financi al servi
digital identity and maintain trust within and between
networks .

ces

Drivers

A The increasing number of ways in which customers and
employees can access products and services.

A The role of block -chain and peer -to-peer networking in
enabling anonymous transactions between individuals and
businesses.

Implications

A Diverse platforms and channels are forcing the financial
services industry to invest in new ways to manage digital
identity while ensuring convenience throughout the customer
journey.

A New platforms and channels challenge the current and future
role of incumbent financial services institutions as guarantors
of trust across untrusted networks

9 | Harnessing the cybersecurity opportunity for growth
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@ Proliferation & velocity of data

Summary
The increased volume, variety, and velocity of data collected by financial institutions

t dnd stattupsisiesadlinganbw insightsyand isteategies ana al@ving for increased agility.

These new capabilities require an agile security approach as well as close attention to
maintaining customer privacy.

Drivers

A The increasing accessibility of data through online channels and embedded sensors.
A Improvements in technology, deep learning, and processing power.

Implications

A The increasing amount and variety of customer information stored by organizations
increases the importance of ensuring that customer privacy is maintained.

Breaking the system

Summary

Emerging technologies such as artificial intelligence and quantum computing are
poised to undermine traditional approaches to cybersecurity.

Drivers
A Continued development of quantum computing technology.

A Increasingly powerful computers and sophisticated algorithms are making inroads
into roles traditionally performed by human actors.

Implications

A Traditional cryptographic systems that protect financial transactions and personal
information and underpin emerging technologies such as block -chain are not
resistant to quantum computing power. As the technology develops, new
cryptographic systems wil!/ need

A Advancements in artificial intelligence may augment the cyberattacker
also potentially improving

threats .

©2016 Deloitte LLP,  Ontario Centres of
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The cybersecurity opportunity for Ontario o

These social , economic, and technological trends are
driving changes tothe market and creating new
opportunities for cybersecurity innovators in Ontario

and around the world.

Current estimates place the size of the global cybersecurity
market at $106 billion in 2015 and predict an average
compound annual growth rate of approximately 10%

2020. 3 At the same time, the global costs of cybercrime are
estimated to be growing even faster. 5

through

Global cybersecurity economic outlook 2015 -2020

Global cost of cyber crime

$2.1 Trillion 5

Global cybersecurity market
$170 Billion 3

|

2015 2016 2017 2018 2019 2020
Sources: Markets and Markets, 3 Juniper Research ®

Disparate growth between the cost of cybercrime and

cybersecurity spending and the difficulty of capturing true

cybersecurity spend across organizations has led some analysts

to project that the cybersecurity market will exceed $1 trillion

by 2021, though this is much higher than consensus

estimates. ©

© 2016 Deloitte LLP,  Ontario Centres of  Excellence & Toronto Financial Services Alliance

This growth in demand is not equally distributed across geographies, industries, or the
types of cybersecurity products and services that are poised for growth. North America

and Europe are the  current (2016)  and foreseeable top buyers with the Asia - Pacific

region rapidly emerging as a key cybersecurity market. 4
North America Europe Asia - Pacific
$39.4 Billion $26.1 Billion $18.1 Billion

Source: Gartner 2016 4

From a domestic perspective, some analysts posit that cybersecurity spending in
Canada is set to exceed $2 Billion in 2016. 7

From an industry perspective, financial services firms have been the prime target for
cybercrime followed by the telecommunications,  defence, and energy/resource
industries. 8 Not surprisingly, financial services firms allocate one of the highest dollar
amounts to cybersecurity as a percentage of overall IT spend, second only to national
governments.  This translates to the average financial institution spending
approximately $980 per employee on cybersecurity in 2016. °

When looking at how the aforementioned trends are shaping the market dynamics,
there are a number of cybersecurity technologies that are poised for the highest
growth globally and across industries:

Access &
authentication

Advanced malware Endpoint
protection protection
Source: SANS 2016 10

These investment priorities are largely echoed by the responses to our survey of
Canadian financial services industry cybersecurity leaders who cite training and
awareness , identity and access management ,and cloud and mobile security as the top
domains for increased investment over the next 2 -5 years.

Harnessing the cybersecurity opportunity for growth | 10



The cybersecurity opportunity for Ontario

The importance of cybersecurity to a secure economy
coupled with rapid market growth is driving

innovation and has spurred governments to invest in
supporting the growth of cybersecurity innovation
ecosystems.

Generally, strong innovation/entrepreneurial ecosystems are
linked with Arapid job cr eatdtnon,
productivity increases 0 ' When it comes to cybersecurity
innovation, the positive externalities are also significant. A

thriving cybersecurity innovation ecosystem provides a highly

skilled talent pool, a cyber  -aware population, and first -mover
access to the latest cybersecurity products and services to

secure government and private sector systems.

The primary purpose of this report is to understand how to
position Ontario as a global hub for cybersecurity innovation.
As such, there are established and emerging cybersecurity
innovation hubs that serve as case studies and represent
potential competitors in achieving the vision.

These case studies demonstrate a spectrum of strategic
patterns to fostering cybersecurity innovation:

Organic Hybrid Central
growth planning
Minimal Public - private Heavy government
government partnership driven, intervention /
intervention / characteristics  of investment, often
investment, other strategies driven by military
private sector lead imperatives

11 | Harnessing the cybersecurity opportunity for growth
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Cybersecurity innovation hubs

Canada

A 4™ largest cybersecurity
innovation hub in the world by
deal flow (2012 -2016YTD)

A Centres of activity across Ontario,

. Quebec, New Brunswick, and BC
A Organically developed, burgeoning
government support

United States

' A Largest cybersecurity innovation
i hub in the world by deal flow

(2012 -2016YTD )

A Activity focused in Silicon Valley
with pockets in Washington, DC,

and Boston

A Organically developed é}

©2016 Deloitte LLP,

United Kingdom

A 31 Jargest cybersecurity
innovation hub in the world by
deal flow (2012 -2016YTD )

A Activity focused in London

A Organic development with strong
government support

Ontario Centres of ~ Excellence & Toronto Financial Services Alliance



The cybersecurity opportunity for Ontario o

Spotlight on I sraelés cybersecurity innovat:i
Israel represents the largest and most successful cybersecurity innovation hub outside
Israel the US . The following timeline illustrates key events in its development:
A 2nd Jargest cybersecurity 2015
innovation hub in the world by Multinational firms
deal flow (2012 -2016YTD ) EMC, Deutsche
A Activity focused in Tel Aviv and 1979 1996 Telekom, AG,
Beder Sheva Talpiot training program Ex-IDF pioneer 2013 Lockheed Martin,
A Highly influenced by government initiated to grow military cybersecurity firms Beder Sheva Ad\OmdERagPal and
policy ﬁ capabilities and develop Cyren and Check Point Technologies Park IBM open offices in
high -tech industry. emerge. opens. Beder Sheva.
° = o = ° o ® >
é 1984 | 2010 ' vy 2014 bee—
i Encouragement of i National Cyber Initiative i CyberSpark Industry i
i Industrial Research and i createdtoencourageco - il nitiative situates
i Development law i operation and advance i Sheva as a global :

i enacted. i Israel as a global centre i cybersecurity hub.
i i for cybersecurity. i

@ 6 ® ©

Talent Ideas Capital Infrastructure Markets
Develop talent Invest in Improve access Build the Enable access
through ideas through to capital infrastructure and to markets.
.................... O training and research and through environment to
____________________________ education. development. promotion. support innovation.
In reviewing the literature , and global cybersecurity innovation hubs, five key factors
Singapore to a thriving ecosystem are apparent: the requisite infrastructure , talent , ideas, and

access to capital and markets . Each of these factors can be thought of as the

A Emerging cybersecurit L . . . .
gy o necessary conditions or ingredients for a healthy innovation ecosystem.

innovation hub
A Activity focused in Singapore City
A Strong government support

There is strong competition in cybersecurity innovation. If
Ontario is to become a global hub, it must act now and be

(

)

-
\D
N

competitive in terms of  infrastructure , talent , ideas , and
accessto capital and markets
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